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MUHUCTEPCTBO OEPA30BAHMUA N HAYKU POCCUACKOW ®EQEPALINK

DENAPTAMEHT FrOCYOQAPCTBEHHOW NOJIUTUKU B COEPE
OBLLENO O6PA30OBAHUA

MMCbMO
oT 14 mas 2018 r. N 08-1184

O HANPABJIEHUN UHOOPMALINU

[enapTamMeHT rocyaapCTBEHHOM NONUTKKM B cdoepe obLero obpasoaHmsa MuHobpHayku Poccum HanpaensieT
Onsi cBegeHus paspaboTaHHble BpemeHHow komuccuen Coseta depepauuv no pasBUTUIO MHEAOPMALMOHHOIO
obliecTBa MeTOAMYECKME pEKOMEHOAUMM O pasMelleHMM Ha WHGOPMaLUMOHHBIX CTeHAax, odwuumanbHbIX
WHTEPHET-CanTax M [ApyrMx WHPOPMAUMOHHBLIX pecypcax o06uieobpa3oBaTenbHbIX OpraHu3auui U OpraHoB,
OCYLLECTBNSIIOLLMX YpaBreHne B cdhepe obpaszoBaHus, Hgopmaumm o 6e3onacHoM NoBegeHUU 1 NCNoNb30BaHUA
cet "NHTepHeT".

OupekTop [lenaptameHTa
A.E.TNIETPOB

MpunoxeHne

METOOAWYECKUE PEKOMEHOALIUA
O PASMELLEHUN HA UHOPOPMALIMOHHbLIX CTEHOAX, O®ULIMATIbHbBIX
WHTEPHET-CAUTAX U OPYITMX UH®OPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALIUA U OPTAHOB, OCYLLIEECTBNAIOLUNX
YNPABJIEHUE B COPEPE OBPA30BAHUA, UH®OPMALIUN O BE3ONMACHOM
NOBEAEHUU N UCMNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamum BpemeHHon komwmccum CoseTa Pepepauum no pasBuTUO MHAPOPMALMOHHOMO
obuiecTBa B paMKax BbIMOMHEHMSI pEKOMEHAALNA NapnaMeHTCKMX criyliaHuin "AkTyanbHble BONpockl obecneyeHunst
©e30nacHOCTU 1 pas3BUTUS AeTeln B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npowwnun B Coete ®enepauun 17
anpens 2017 r., 6binu pa3paboTaHbl METOANYECKME PEKOMEHAALMMN O pa3MeLLLEHUM HA MHOPMALIMOHHbIX CTEHAaX,
ohuumanbHbIX UHTEPHET-CaWTax U APYrMx MHAOPMALMOHHBIX pecypcax o0Leobpa3oBaTeNnbHbIX OpraHM3auni u
OpraHoB, OCYLLECTBISAOLWMX yrnpaBrneHne B cdepe obpas3oBaHuss, MHpopMaumm o Ges3onacHOM MnoBeAeHVM U
ncnonb3oBaHuM cetn "UIHTEpHET" (Qanee - MeToau4eckMe pekomeHgaumm).

MeToauyeckne pekoMeHZAUUM HamnpasfieHbl Ha KayeCTBEHHOE MOBbILUEHWE YPOBHS WHGOPMALMOHHON
AesiTenbHOCTM 06Leobpa3oBaTenbHbIX OpraHM3auMini M OpraHoB, OCYLLECTBMAOLWIMX YyrpaerneHne B cdepe
o6pa3oBaHusi, B YaCT MHDOPMUPOBAHUS YYaLLMXCS, UX POAUTENEN (3aKOHHBIX NpeacTaBUTENen) 1 Negarormyeckux
paboTHMKOB 06 OCHOBHBIX acnekTax MHOPMaLIMOHHON Ge30MacHOCTM.

MeToanyeckme pekomMeHdauum no3BonsAT  obweobpasoBaTenibHbIM — OpraHu3aumMsim 1M opraHam,
OCYLLIECTBNAIOLNM ynpaBreHne B cepe obpas3oBaHus, akTyanusmMpoBaTb YXE WUCMONb3yeMble U pa3MeLLEHHbIE
MHOPMALMOHHBIE MaTepuarbl, Tak U MOArOTOBUTb MX B Clydae WX OTCYTCTBUSA C YY4ETOM JNyuYlLUX MNPaAKTUK U
pekomeHaauunin.

B pamkax MeToauyecKMx pekoMeHOauun paccMaTpuBaroTCs CreayoLwme MHCTPYMEHTHI:
1. NHpOPMALIMOHHbIE CTEHAbI;

2. ohmumanbHble MHTEPHET-PECYPChI;
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3. cpecTBa MaccoBoW MHhopMauum (LLUKOSbHbIE ra3eThbl, Negarorniyeckne n3gadms n gpyrve).
MHdopmaLmnoHHbIe cTeHAbI

Ha uWHdopMaumnoHHbIX CcTeHgax B 00Lieobpa3oBaTenbHbIX OpraHM3auusix, pPacnofioXeHHbIXx B doie
yypexneHuin 1n B KabMHeTax, OCHaLLEeHHbIX MepcoHanbHbIMKM YCTpOMCTBaMU A4S Bbixoga B ceTb "MHTepHeT",
peEKOMeEHAYeTCS pa3MeCcTUTb MH(OPMAaLNOHHbIE MaMSITKM, codepXaliMe OCHOBHblE COBETblI MO oObecneveHuto
NHOPMaLMOHHON 6e30NacHOCTY yYaLlUXCs.

B NPUNOXeHnn N 1 K meTognyeckmm pekoMmeHgaumam npencrtaBrieH o6pa3eu NnamMATKM ONA pasMelleHna Ha
MHd.)OpMaLI,MOHHbIX cTeHaax.

CpeactBa maccoBoun nHdopMaummn

B cpeactBax maccoBol MHOpMaLMKU, OPUEHTUPOBAHHBLIX Ha OOyYaloLMXCsl, PeKOMeHAYeTCs B TeYeHue
y4yebHoro roga perynsipHo nybnvkoBaTb MHAOPMALMOHHLIE MaTtepuarbl, MOCBSILLEHHbIE OTAENbHLIM acrnekTam
NMHpopMaLMOHHOM BE30MaCHOCTH, a TaKKe pasnMyHblie NamaTKM 00LLEero xapakrepa.

B cpenctBax MaccoBoW  MHpOpMauuW, OPUEHTUMPOBAHHbIX Ha Nedarormdeckyto  0oOLEeCTBEHHOCTb,
pekomeHayeTCqd B TeyeHMe KaneHgapHoro roga perynspHo nybnukoeaTb WH(OPMaUMOHHbIE MaTepuanbl,
MOCBSILLLEHHbIE OTAErNbHbIM acrnekrtam WHgopMaLMoHHON 6e30MacHOCTM Kak HeCOBEpLUEHHONETHUX, TaKk W
obuieobpasoBaTtenbHbIX OpraHM3auuin, a Takke pas3nuyHble namsaTkM, 0030pbl  HOPMAaTMBHO-NPABOBOrO
perynnpoBaHus AaHHoW cpepbl 1 MHPOPMALIMIO O akTyanbHbIX MEPONPUSATUSX N COBBLITUAX B AaHHOW cdepe.

B xone npoBeaeHnst EquHoro ypoka no 6esonacHocT B cetn "UHTepHeT" pekomeHayeTcst 06ecneymTb Bbinyck
TEMAaTMYECKOro BbiMycka CpeacTBa MaccoBOM MHApopmauumn nnubo cepum nybnukaumi, cpeam KoTopbiX pacCMOTPETb
OpraHn30BaHHbIE MEPONPUATUSA AN 00yYaloLLMXCS, UX poguTenen (3aKkoHHbIX NpeacTaBuTENENn) 1 negarornyeckon
06LEeCTBEHHOCTW.

OdmumanbHbie UHTepHeT-pecypcehbl
O6LeobpasoBaTenbHbIM OpraHM3auUusam pekoMeHAyeTcsa Ha CBoux oduumanbHbiX VIHTEpHeT-pecypcax

obecneunTb YHKUMOHMPOBAHNE CaMOCTOSITENBHOIO M CcreuuanuM3MpoBaHHoro pasgena "MHdopmaumoHHas
©e30nacHoOCTb", B pamkax KOTOPOro NpeaycMoTpeTb pasMeLLeHne creayoLlen nHdopmaumu:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHne matepuanos
MaTepuanos
1. |JlokanbHble Konnu 1oKyMeHTOB B PasmellatoTca Konun JOKYMEHTOB, T.€.

HOpMaTMBHblE akTbl B | opmaTe *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLLMIN TPEOOBaHUSAM K
MHdOPMaLMOHHON napamMeTpam CKaHMPOBaHUSI.
6esonacHocTn PasmeLyatoTcst LOKYMEHTHI,
obyyvaromxcs pernaMmeHTUpyloLLmMe opraHu3aumio

paboTy C NepcoHarnbHbIMU AaHHbIMW,
nnaHbl MEPONPUSATUIA N0 06ecnevYeHmno
WMHOopMaLMOHHOM Be3onacHOCTU
obyyvarouxcsa v gpyrue.

2. |HopwmatusHoe Konnu 1OKyMEHTOB B My6nukytoTca akTyanbHble CBEAEHWS O
perynuposaHue dopmate *PDF deaeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BracTu v gpyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTHI,
pernameHTupylowme obecneveHune
WHopMaLMOHHO ©e30nacHOCTU
HecoBepLUeHHONEeTHMX. [lonyckaeTtcs
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BMECTO KOMUiA pasmelllaTb rMnepcchbinku Ha
COOTBETCTBYHIOLLME OOKYMEHThI HA canTax
OpraHoB rocyapCTBEHHO BMNacTu.

3. |Meparormnyecknm TekcT Ha cTpaHuLe canTa | Paamelyaiotca metogmyeckmne
paboTHukam Konuu gokymeHTOB B pekomMeHZaumm 1 ykasbiBaeTcs
dopmarte *PDF WHOpMaLNS O MEPONPUATUSAX, NPOEKTaxX U

nporpammax, HarpasfeHHbIX Ha
noBblILLEeHe UHHOPMaLIMOHHOM
rPamMoTHOCTM Nefarorniyecknx paboTHUKOB.

4. | Obyvarowmmcst TekcT Ha cTpaHuue canTa | PaamelyaeTca MHbopMaLMoHHasa namaTka
(npunoxexue N 2) n ykasblBaeTcs
WMHopMaLUNa 0 MeEpPONPUATUSAX, MPOEKTax U
nporpaMmmax, HanpasneHHbIX Ha
noBbILLEeHe UHHOPMaLMOHHOM
rpamoTHOCTM OBy4aroLLmxcs.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuLe cainTa | PasmelyaeTca nHpopMaumoHHasa namaTka
npeacTaBuUTensm) (npunoxexue N 3).
obyyarowmxcsa

6. |[Hetckune BesonacHble | TekcT Ha cTpaHuue canTta | PasmellaeTtcs nHdopmaums o

canTbl peKoMeHayeMbIX K MCMOMb30BaHMIO B
y4ebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CanTOB.

OpraHam, ocyLLeCcTBAILWNM ynpaBreHne B chepe obpa3oBaHNA, PpeKOMEHOYETCS Ha CBOMX odpuLmarnbHbIX
MHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHNE CaMOCTOSITENIBHOIO WM CheuMann3MpoBaHHOIO pasgena
"MiHdbopmMaumoHHasa 6e3onacHoOCTL", B paMkax KOTOPOro NpeagyCcMoTpeTh pa3meLleHne cnegyowen nHpopMaumm:

MpunoxeHne N 1

NAMATKA ]
ANs OBYHAIOLLMXCSA OB MHOOPMALIMOHHOW BE3OMACHOCTY [ETEW

HENb34

1. Bcem nogpsg coobuiate CBOK YacTHyK MHOpMauuio (HacToswme umsd, damunuio, TenedoH, agpec,
HOMep LUKOSbI, @ Takke boTorpacmm cBon, CBOEW CEMbU 1 APY3€EN);

2. OTKpblBaTb BMOXeHHbIE halnbl 3NIEKTPOHHOM MOYThI, KOrga He 3Haellb OTNpaBUTENS;
3. MpybuTb, NnpuanpaTbCs, Oka3biBaTb AaBIEHNE - BECTU cebs1 HEBEXITMBO U arpeCCUBHO;
4. He pacnopsixancsa geHbramum TBOen cembn 6e3 paspelleHns cTapLumx - Bcerga crpallvBan poautenem;

5. He BcTpevanca ¢ VHTepHeT-3HAKOMbIMU B pearnbHOW >XMU3HW - MOCOBETYMCH CO B3POCHbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He BCe nUwyT Npasay. YUuTaelb o cebe Henpaeay B MHTepHETe - coobLLUM 006 3TOM CBOMM poouTenam unn
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ornekyHam;
2. MNpurnawatoT nepenucbiBaThCs, UrpaTb, 0OMeHNBATLCS - NPOBEPL, HET NN NOLBOXA;
3. He3akoHHoe konupoBaHue ¢harinos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBai B3pocrbiM 0 Npobriemax B CETU - OHW BCcerga noMoryT;

5. Wcnonb3yin HacTpolikn 6e30nacHOCTV 1 NpUBaTHOCTM, YTODbI HE MOTEPSITL CBOM aKkKayHTbl B COLICETSX M
ApYrux nopranax.

MOXHO
1. YBaxawn apyrux nonb3oBaTenewu;
2. Nonb3yelwbca MHTEPHET-UCTOYHUKOM - IENal CCbINKY Ha Hero;
3. OTKpbIBaN TONbKO TE CChINKKU, B KOTOPbLIX YBEPEH;
4. O6LaTbcsa 3a NOMOLL b0 B3POCHbIM - POAMUTESNM, ONEKYHbI U aaMUHUCTPALMA CanToB Bcerga NoMoryT;

5. Mponaun obyyenne Ha cante "CeTeBUYOK" U NOMy4Yn NacnopT LMdpoBOro rpaxgaHmHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA NMAMATKA
AnA ObYYAKOLMNXCA AnA PASMELLEHUA
HA O®ULIUATIbHbIX UHTEPHET-PECYPCAX

C KaxgbIM roooM MOMoAEeXM B MHTEPHETE CTAHOBUTHLCA OOmMblue, a LUKOMbHMKM OAHM M3 CaMbIX aKTMBHbIX
nonb3oBaTtenen PyHeTa. Mexagy Tem, MOMUMO OFPOMHOIO KOfM4YeCTBa BO3MOXHOCTEW, WMHTEPHET HEeceT MU
npobnembl. ATa NnamMaTKa A0SHKHA NOMOoYb Tebe 6e30nacHO HaxoauTbCH B CETU.

KomnbloTepHble BUpyChI

KoMMbIOTEPHBIN BMPYC - 3TO PasHOBMOHOCTb KOMIMbIOTEPHBLIX MPOrpamm, OTIMYUTENIbHON OCOGEHHOCTbLIO
KOTOPOW SIBMNSIETCS CMOCOBHOCTL K pa3MHOXEHWI0. B JononHeHne K 3ToMy, BUPYCbl MOTYT NOBPEAUTL UM MOSTHOCTbLIO
YHUMTOXWUTb BCE (pairbl U AaHHble, MOOKOHTPOSIbHbIE MONb30BaTerNo, OT MMEHW KoToporo Obina 3anyuieHa
3apaxeHHas nporpamMma, a TaKke NMoBpeanTb UM AaXKe YHUYTOXUTL ONepaLMoHHY0 CUCTEMY CO Bcemu chaiinamm B
uernom. B 6onblUMHCTBE Criy4aeB pacnpoCTPaHSATCS BUPYChl Yepes MHTEPHET.

MeToabl 3aLMTbl OT BPEeAOHOCHBIX MPOrpamm:

1. Vicnonb3yin coBpeMeHHble oOnepaumoHHblIE CUCTEMbI, UMEIOLLME Cepbes3HbI YPOBEHb 3alinTbl OT
BPEOOHOCHbIX NpOrpamm;

2. TlocTosiHHO ycTaHaBnMBawm NavTh (UMdPOBLIE 3anfaTkM, KOTOpble aBTOMATMYECKU YCTaHaBIIMBAKOTCHA C
uenblo JopaboTkM nporpammbl) U Opyrme OOHOBIEHUsI CBOEW OMepauuoHHOW cuctemMbl. CkaumBan UX TOMbKO C
oduumanbHoro canta paspabotynka OC. Ecnu cylectByeT pexxum aBTomaTuieckoro 0GHOBIEHUS, BKITOYM €r0;

3. PaboTan Ha cBoeMm KOMNbOTEPE NOA nNpaBamMu noJjib3oBaTtesnd, a He agMUHNUCTPAaTopa. 370 He no3BonuT
60ﬂbLIJVIHCTBy BPE€AOHOCHbIX nporpamMmm UHCTanimnpoBaTbCA Ha TBOEM NEePCOHalIbHOM KOMMNbIOTEPE;

4, VlCI'IOJ'IbSyVI AdHTUBUPYCHbIE NporpamMmMHble NpoAYyKTbl U3BECTHbIX I'IpOVI3BOD,I/ITeJ'IeI7I, C aBTOMaTU4E€CKUM
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obHoBneHnem 6as;
5. OrpaHnyb (hu3nyecknii 4OCTYN K KOMMLIOTEPY A515 MOCTOPOHHUX NUL;

6. Nicnonb3yin BHELWHWE HOCUTENN MHOpMaLUK, Takne Kak dneLuka, ANCK unmn damn ns nHTepHeTa, TONbKO U3
NPOBEPEHHBbIX UCTOYHUKOB;

7. He oTKpbIBai KOMNbIOTEPHbIE hainbl, NONYy4YEeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB. [laxe Te ¢hainbl, KoTopble
npvcnan TBOW 3HaKOMBbIN. Jly4lle yTO4YHM y Hero, OTNpaBnsn fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BuA nepegayvv OaHHbIX, HE TEXHOMOrMsl, a Bcero nuwb 6peHp, mapka. Ewe B 1991 rogy
HuAepnaHackas komnaHus 3apeructpupoBana 6peng "WECA", yto obosHavano cnosocoyeTaHve "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "0ecnpoBogHasi TOMHOCTL".

[o Hawero BpemeHn powna ppyras abbpesuaTtypa, KOTopasi SBNSAETCA TaKOW Xe TexHonornen. ITo
abbpesunatypa "Wi-Fi". Takoe HasBaHuMe GbINO 4aHO C HAMEKOM Ha CTaHAapT BbICLLEN 3BYKOBOW TexHMkK Hi-Fi, uto B
nepeBoe O3Ha4aeT "BbliCOKas TOYHOCTL".

[a, GecnnaTtHbIn WMHTEPHET-A4OCTYN B Kade, OTenax WM aspornoptax SABMASETCA OTIIMYHOW BO3MOXHOCTbIO
BbIXO4a B MHTepHeT. Ho MHOrMe akcnepThbl cHnTaloT, 4To obwenoctynHele Wi-Fi cetn He agnstoTca 6e3onacHbIMN.

CoBeTbl No 6e3onacHoOcTM paboTbl B 00LWenocTynHbix cetax Wi-fi:

1. He nepepaBan cBoo nuuHyt0 uHGoOpMaumio depes obuwiegoctynHble Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAUTb MAapOonn A0CTyNa, JIOrMHbI U Kakne-To HOMepa;

2. Ncnonb3yi n 06HOBMSI aHTUBMPYCHbIE NporpamMmmbl 1 6paHamayep. Tem cambiM Thbl 06e3onacullb cebs oT
3aKayky BMpyca Ha TBOE YCTPOMNCTBO;

3. MNpwu ncnonesosanmnm Wi-Fi oTkntoum dyHkumio "O6wmin goctyn Kk dbanam m npuHtepam”. [aHHas dyHKuust
3aKpbiTa N0 YMOMYaHWUIO, O HAKO HEKOTOPbIE MONb30BATENN aKTUBUPYIOT ee Afst yao6CcTBa MCNonb3oBaHus B paboTe
unu yyebe;

4. He ncnonb3yn nyonunynbin WI-FI ans nepegaym nuuHbIX AaHHbLIX, HANPUMEpP Ansl BbiXo4a B coumarbHble
CETU UMW B 3NEKTPOHHYO MOYTY;

5. Vicnonb3yn Tonbko 3awuweHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobuneHom TenedoHe oTkmoum dyHkumio "MMogkntovenne k Wi-Fi aBTomatunyeckn”. He ponyckan
aBTOMAaTUYECKOro NOAKIoYeHUs ycTponcTaa k cetam Wi-Fi 6e3 1Boero cornacusi.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALUY >KW3Hb, MHOTME Itogn paboTaltoT M XKMBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapn YerioBek, YTO SIBNSETCA OOQHOW CeAbMOW BCEX XWUTerewn MraHeTbl.
MHorne nonb3oBaTeny He MOHUMAIOT, YTO MHAOPMAaUMS, pasMeLLeHHas UMM B coumarbHbIX CETAX, MOXET ObITb
HaleHa 1 UCMoNb30oBaHa KeEM YrogHo, B TOM Yucne He ob6a3aTtensHo ¢ 6narumm HamepeHnsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTU B CoLManbHbIX CETAX:
1. OrpaHnyb cnucok apyseit. Y Tebs B ApYy3bsaX He AOIMKHO ObiTb Cry4YalHbIX U HE3HAKOMbIX No4eN;

2. 3awmuiarn CBoK 4acTHYl XM3Hb. He ykasbiBall naponu, TenedoHbl, agpeca, OaTy TBOErOo POXOEHUS U
APYTYIO NUYHYI0 MHDOPMALMIO. 3MOYMBILLIIEHHVKM MOTYT UCMOSb30BaTh Aaxe MHopMaLnio 0 TOM, Kak Tbl Y TBOU
poauTenu nraHMpyeTe NPOBECTU KaHWKYIbI;
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3. 3awuuan cBoO penyTauuio - AepPXM ee B YNCTOTE U 3adaBai cebe Bonpoc: xoTen Obl Tbl, 4TOOLI Apyrve
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaelub? MNogyman, npexage Yem 4To-To onybrnukoBaTh, HaNMcaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C MoAbMU, KOTOPLIX HE 3Haellb, He UCMOMb3yi CBOE pearbHoe UMSA U OPYryio NTUYHYI0
MHpOPMaLIMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelueHuss cpotorpadun B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenennTb TBOE MECTOMONOXEHME;

6. Mpw pervcTpauum B coumansHon ceT He06XoaUMO UCMOSb30BaTE CIOXHbIE Naponu, COCTosILLME U3 BYKB 1
LMp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. lna coumnanbHOM CeTH, NOYTbI U apyrux cantoB H606XO,EI,I/IMO MCNnoJsib30BaThb pa3Hble Naposin. Torpa ecnu
Tebs B3NoMatoT, TO 3MOYyMbILWUNEeHHUKX nony4at gOoCTyn TOJ1IbKO K OAHOMY MECTY, a He BO BCe Cpaasy.

ONeKTPOHHbIe AeHbIN

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHLIN cnocob nnartexew, OQHaKO CYLECTBYIOT MOLLUEHHWKU, KOTopble
XOTAT NONYYUTb 3TN AEHbLIN.

SﬂeKTpOHHbIe OEeHbrnm noABMUIINCb coBCEM HEQABHO N MMEHHO U3-3a 3TOro0 BO MHOIMMX rocygapcreax o Cux nop
He nponmncaHo Nnpo HUX B 3aKOHax.

B Poccumn ke oHM hYHKLUMOHMPYIOT U O HUX YXKE NPOMMCaHO B 3aKOHe, rae Ux pasaensioT Ha HECKOSMbKO BUAOB
- @HOHUMHbIE N HE aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTcs NpoBoauTb
onepauun 6e3 mageHTUdUKauuM nomnb3oBaTens, a B HEAHOHUMHbIX MAEHTUMKaUMa nonb3oBaTensd ABnAeTcs
obsasarensHon.

Takke cnegyet pasnuyaTb 3MEKTPOHHble uMaTHble [AeHbrn (paBHbl FOCY4APCTBEHHbIM BasnTam) W
3NEKTPOHHbIE HedMATHbIE AEHbIN (HE paBHbl rOCYAAPCTBEHHBIM BarnoTam).

OcHoBHble coBeTbl No 6e3onacHor paboTe ¢ SNEKTPOHHBIMU AEHbramMu:

1. MpuBSXKN K cHETY MOBUIBbHBIN TenedoH. 3TO cambli YAOOHLIN 1 ObICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN K
cuety. lMpuBA3aHHLIN TenedoH NOMOXET, ecnu 3abyaellb CBOW MMaTEXHbIA Naposfib UNW 3argelb Ha CanT C
HEe3HaKoMOro yCTPONCTBa;

2. Ncnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha ycwureHHyo aBTopusaumio Tebe yxe He Gyaer
yrpoXXaTb OMACHOCTb KPaXun UK NepexBaTa MNnaTeXXHoro napons;

3. Beibepu crnoxHbli naponk. MNMpectynHukam 6yaet He NPOCTO yragaTth COXHbIN Naporb. HagexHsle naponu
- 3TO Naponu, KOTopble cogepXaT He MeHee 8 3HaKOB U BKIOYatoT B ceBs1 CTPOYHbBIE 1 NPOMMUCHbIE ByKBbI, LINGPbI 1
HeCKOJbKO CMMBOJIOB, TaKue Kak 3HaK donnapa, pyHTa, BocknvuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NIMYHbIE AaHHbIE HA calTax, KOTOPbIM HEe AOBEPSELLb.
OneKkTpoHHaA nouyTa

OnekTpoHHas noyTa - 3TO TEXHONOMMSA W NPEeAOCTaBMsSEMble €0 YCMyrM MO MEPEeChbiNike U MOSyYeHuo
3MEKTPOHHbIX COOOLLEHUIN, KOTOPbIE pacnpenenstoTcss B KOMMbOTEPHOM ceTu. OBbIYHO SMEKTPOHHbLIA MOYTOBbLIN
AWK BbIMSAANT criegylowmm obpas3om: MMs_MNonb3oBaTtensa@uMsi_aoMeHa. Takke Kpome nepefadnm npocToro
TEKCTa, UMeeTCH BO3MOXHOCTb NepedasaTb oannbl.

OcHoBHble coBeThl N0 GesonacHo paboTe C ANEeKTPOHHON NOYTOIA:

1. Hago BbIGpaTh NpaBubHbIN NOYTOBLIN CEpBUC. B MHTEPHETE €CTb OrPOMHbIN BbIGOP 6ecnnaTHbIX NOYTOBbIX
CEepBUCOB, OAHAKO Nyyllie A0BepsTb TEM, KOro 3Haelllb U KTO NePBbIi B PEUTUHTE;

2. He ykasbiBam B NWYHOW MOYTE JIMYHYKD  MHopmauuwo. Hanpumep, nydwe  BbiGpaTtb

KoucyanaHTl'Imoc www.consultant.ru CtpaHuua 7 us 15

HageXHas npaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

<lMucbmo> MuHobpHaykm Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmaummn”
(BmecTe ¢ "MeToamyecknMm pekoMeHaaUmMsIMu O...

HokymeHT npepoctasneH KoHcynbTaHTlnoc
[arta coxpaHeHnus: 17.07.2018

"My3blkanbHbIn_daHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vicnonbayn AByxaTanHyto aBTopusauunio. 3To Korga noMMMo Nnaporis HyXXHO BBOAWUTL KOZ, MPUCHINIaeMbli Mo
SMS;

4. BbiGepn crnoxHbli napornb. Ons kaXaoro novYToBOro silMka SOMmKeH ObiTb CBOM HageXHbIN, YCTONYMBLIN K
B3rOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NMNYHbIN BOMpOcC, I/ICI'IO.I'IbSyIZ 3TY BO3MOXHOCTb;

6. |/|CI'IOJ'II:>3yI;1 HECKOJTIbKO MOYTOBbIX ALLWKOB. I'IepBb||7| Ans YacTtHom nepennckn ¢ agpecartamMu, KOTOpbIM Tbl
noBepsdeLlb. 310 SJ'IeKTpOHHbII;I agpec He Haao ncnonb3oBaTb NpU perncTpaumnm Ha (*)OpyMaX 1 canTtax;

7. He oTkpbiBan hannbl U gpyrne BNoXeHUs B MUCbMax, Aaxe eCnn OHW NpuLnu oT TBouX Apy3en. Jlydwe
YTOUHW Y HUX, OTNPaBnsANy N oHn Tebe aTn dannsi;

8. MNocne okoH4YaHMs paboTbl HAa MOYTOBOM CEPBUCE NEPES 3aKpbITUEM BKMaAKM C CanTOM He 3abyab HaxaTtb
Ha "Bbinti".

Knb6epOynnuHr unu BuptyanbHoe usgeBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHUAMU, COAEpXaliMMu OCKOpOreHus, arpeccuto, 3anyrMBaHue;
XYIUraHCTBO; coumanbHoe 6oMKOTMPOBaHME C MOMOLLLIO pasfinyHbIX MHTEPHET-CEPBUICOB.

OcHoBHble coBeThbl No 6opbbe ¢ kMbepbynnHrom:;

1. He Gpocarics B 6on. Jlyqwmnn cnocob: nocoBeToBaTbCsa Kak cebsi BECTU N, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCd, TO BHa4yane ycrnokoutbecs. Ecnn Tbl HayYHeLWb OTBEeYaTb OCKOPOMNEHMAMM Ha OCKOPOMIEHMs, TO TOSbKO
eLle 6onblue pasoxkellb KOHIINKT;

2. YnpaBnsawn ceoen knbeppenyrtauuven;
3. AHOHMMHOCTb B CETU MHMMasi. CyLLECTBYIOT CNOCODbI BbISICHUTb, KTO CTOMT 3@ @HOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XYNUraHCKuin obpa3s BUPTYanbHOM XWU3HU. VIHTepHET dmKcupyeT BCe TBOW OENCTBUS U
COXpaHseT uX. YoanuTb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBol BUPTYaribHYH YeCTb CMOSIOAY;

6. WrHopvpyh eguHuyHbii HeratuB. OgHOpa3oBble OCKOPOMTENbHbIE COOOLLEHMS Fydlle WUrHOPUPOBAaTb.
O6bIYHO arpeccust npekpallaeTcsl Ha HavyanbHOW CcTaguu;

7. baH arpeccopa. B nporpamMMax obmeHa MrHOBEHHbIMU COOOLLEHVSIMM, B coUMalbHbIX CETAX €eCTb
BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOGLLEHWMI C onpeaerieHHbIX aapecos;

8. Ecnu Tbl cBMAETENb KNGepbynnmHra. TBom AENCTBYA: BbICTYNWUTL NPOTUB NPecnefoBaTtens, nokasatb emy,
YTO ero OerCTBUS OLIeHMBAIOTCH HEraTMBHO, MOAAEPKaTb KePTBY, KOTOPOW HyXHAa MCMXOnorMveckas NoMoLlb,
CO0OLUTL B3POCIbIM O haKTe arpeccMBHOrO NoBeAeHUs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTOHbl U NMaHWeTbl cogepxaT B cebe BrofHe B3pocrblii ddyHKUMOHAN, U TeNnepb OHU
MOTYT KOHKYPUPOBAaTb CO CTaUMOHAPHbIMK KoMnbloTepamn. OgHako, cpeacTB 3almTbl Anst NogobHbIX YCTPOWCTB
noka o4YeHb Maro. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTcst U MOBUINbHbLIX NPUNOXEHUIA.

COBpeMeHHbIe MOOUMbHbIE 6pay3epb| YXKe nNpakTu4eCkn gorHanmn HactosibHble aHanorn, 0 AHako paclmpeHne
(*)yHKLI,VIOHaJ'Ia BreveT 3a cobon 60]'IbUJyPO CNOXXHOCTb N ME€HbLUYH 3allULEeHHOCTb.
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[aneko He BCce NPOM3BOAUTENM BbINyCKalOT 0GHOBMNEHUS, 3aKPbIBaKOLLME KPUTUYECKUE YA3BUMOCTU AN CBOMX
YCTPONCTB.

OcHoBHble coBeTbl A5t 6e30nacHOCTM MOOUIBHOTO Te.l'leq)OHaZ

Huyero He saBnsetca no-HacrtosAlemy OecnnaTtHbIM. Ey,D,b OCTOpPOXeH, Bedb Koraa Tebe npeanaratT
OecnnaTHbI KOHTEHT, B HEM MOryTt ObITb CKpPbITbl Kakme-To niaTHbIe YCIyru,

Oyman, npexae 4em oTnpaBuTb SMS, dpoTo nnm Bngeo. Tbl TOYHO 3HaeLb, FAe OHM ByayT B KOHEYHOM UTOre?
HeobxonvMMo 06HOBNSATL OnepaLMoHHY0 CUCTEMY TBOETO CMapTdOHa;
Vcnonb3y aHTUBUPYCHbIE NpOorpaMmbl Ansi MOOUMNbHLIX TenedgoHOB;

He sarpyxaii NpUnoxeHuUss OT HEW3BECTHOrO WCTOMHMKA, BEAb OHU MOryT coAepaTb BpeaoHOCHOe
nporpaMmMHoe obecneyeHue;

Mocne Toro kak Tbl BblOELWb C canTa, rae BBOAMI NUYHYO UHOpMaumio, 3aan B HacTponku bpaysepa u
yaanm cookies;

Mepuoanyeckn npoeepsin, Kakne nnaTHble YCnyrn akTMBMPOBaHbl HA TBOEM HOMEPE;

[asawn cBon HOMep MOBUNBHOIO TenedoHa TONbKO NIAAM, KOTOPbIX Thbl 3HAELLb U KOMY JOBEpPSELLb;

Bluetooth gormkeH ObITb BbIKMOYEH, KOrga Thl UM HEe Nonb3yellbesi. He 3abbiBan nHorga npoBepsitb 3TO.
Online vrpsbl

CoBpeMeHHble OHNaMH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbiBalOLME pa3BrievYeHusi, 06 beanHSAOLMNE COTHU ThiCAY
Yenosek No BcemMy Mupy. Urpokn mccrnegytoT AaHHbIA UM MUp, obLlalTes Apyr C APYrOM, BbIMOSHSAOT 3adaHus,

CpaXalTCsl C MOHCTpaMM K MOMny4yatT OnbiT. 3a YAOBOMLCTBME OHM MMATAT: MOKyMawT AUCK, OnnadyvMBaloT
aboHeMEHT unu NnpnobpeTaroT Kakme-TO Onuumu.

Bce 3T cpeagctBa umayT Ha nopdepkaHve W pasBUTME UMpbl, a Takke Ha camy 6e30nacHoCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aLMUM, BbINycKaloTCsl HOBble natyM (UndpoBble 3annaTtku Ans nporpaMm),
3aKpbIBAOTCS YAA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbC He CTOMbKO CBOMX COMEPHMKOB, CKOSbKO Kpaku TBOEro naposs, Ha
KOTOPOM OCHOBaHa cucTemMa aBTopu3auny GoMbLUMHCTBA Urp.

OcHOBHble COBETbI N0 6€30MaCHOCTM TBOEIO UIPOBOTO aKkayHTa:
1. Ecnu gpyron urpok Beget cebs nnoxo unm cosgaet Tebe HeNpUATHOCTH, 3abITOKNPYI ero B CNMCKe UTPOKOB;

2. Moxanyica agMuHUCTpPaTOpaM MWIpbl Ha MIIOXOe MOBEAEHME 3TOro WUrpokKa, KenaTenbHO MpUNoXKUTb
Kakue-To JoKa3aTeNnbCTBa B BULE CKPUHOB;

3. He ykasbiBan nu4Hyo nHopmaumio B npodanne urpbl;
4. YBaxan apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduumnanbHble NaTtin n Moabl;

6. Micnonb3yn CrioxHble 1 pasHble naponu;

7. Daxe BO BpeMA Urpbl He CTOUT OTKIMKOYaTb aHTUBUPYC. MNoka Tbl nrpaellb, TBOM KOMMbKOTEP MOTYT 3apa3nTb.

PULINHT nnun KpaXa NINYHbIX AaHHbIX
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O6bI4HOM Kpa>Ke17| oeHer n [OOKYMEeHTOB CerogHda YyXe HUKOro He yamBullb, HO C pas3BUTUEM
MHTepHeT-TeXHOﬂOFMVI 3J1I0YMbILLUNEHHUKN nepeMeCTUIMCb B UHTEPHET, U NpoaorKakT 3aHMMaTbCA "no6uMbIM"
Oenom.

Tak nosiBunacb HoBas yrposa: WHTEPHET-MOLLUEHHUYECTBa UNU OULLIMHT, FNaBHas Lieflb KOTOPOro COCTOUT B
nonyyYyeHnn KoHUAeHUManbHbIX AaHHbIX NOfb3oBaTenen - NorMHOB 1 naponen. Ha aHrnuinckom asbike phishing
ynTaetcs kak uwmHr (oT fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnegu 3a cBOMM adKKayHTOM. Ecnun Tbi noaospesaellb, YTO TBOA aHKeTa Gbina B3rnoMaHa, To HeobxogMmo
336J'IOKMpOBaTb ee N coodWwnTb aAMUHUCTPATopaM pecypca 006 3TOM Kak MOXHO CKopee;

2. |/|CI'IOJ'II:3yl71 Oe3onacHble BeO-calThbl, B TOM Yucne, MHTEepPHEeT-Mara3smHoB U NMOUCKOBbIX CUCTEM;

3. Ncnonb3yih crnoxHble U pasHble naponu. Takum obpasoM, ecnu Tebss B3nOMaloT, TO 3M0YMbILLIEHHUKN
nony4aT 4OCTYN TOMNbKO K O4HOMY TBOEMY MPOUIIo B CETU, a HE KO BCEM,;

4. Ecnu Teba Banomanu, To Heobxoanmo npeaynpeauTb BCeX CBOMX 3HaKOMbIX, KOTopble o6aBneHbl y Tebs B
Apy3bsiX, 0 TOM, YTO TebGs B3nOManu u, BO3MOXHO, OT TBOEro MMeHU ByadeT pacchbinatbCa CnaMm U CCbIfKU Ha
(PULLIMHIOBbIE CaNThl;

5. YctaHoBu HagexHbIn naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKkNo4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dannbl n gpyrme BAOXEHUS B MMCbMax, AaXe eCnv OHU NpULNM OT TBOUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPaBSN 1 OHM Tebe 3Tn dhannbl.

LUundpoBas penyrauus

Lindposas penyTtauusi - 3To0 HeraTMBHasi U NO3UTUBHAA MHAopMaLns B ceTn o Tebe. KomnpomeTupytoLlas
WMHpopmaums, pasMeLLleHHas B UHTEPHETE, MOXET Cepbe3HbIM 0bpa3oM OTPasnUTbCA Ha TBOEW pearlbHOM XXU3HW.
"Lincpposas penytaums” - 3To TBOM UMUAXK, KOTOPbIA OpMUPYETCS M3 MHCpopMaLum O Tebe B MHTEPHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHME, OCOBEHHOCTU XapaKTepa W pacckasbl O
GnU3KNX - BCE 3TO HAKaNNMBAETCS B CETU.

MHorne noapOCTKM NErkOMBICIIEHHO OTHOCATCA K mybnukauum nuyHon uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX MOCNeaCcTBUA. Tbl Jaxe He CMOXellb JoragaTbCa O TOM, YTO dpoTorpadusl, pasmelleHHasa 5
neT Hasag, cTana NpUYMHON OTKa3a NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmMelleHue TBoux otorpadui n gpyrue 4encTtBus MoryT He MCHe3HyTb axe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haellb, KTO COXpaHWn 3Ty UHOpMauuo, nonana v oHa B MOWCKOBbIE CUCTEMbI U
COXpaHunach M OHa, a rMaBHOE: YTO NogymaroT o Tebe oKpyKatoLLme Nogun, KOTopble HanayT v yBMaAT 31o. Hantn
MHGOPMALMIO MHOMO fIEeT CMYCTS CMOXET Mobon - kak M3 Jobpbix NOBYXOEHWN, Tak U C HAMEPEHUEM MPUYMHUTD
Bpen. OTO MOXeT ObITb KTO YrogHo.

OcHoBHBbIe coBeTbI NO 3awmTe UMPOBON penyTaunm:
1. MNogymawn, npexae 4em 4To-To NybrnmkoBaTb U NepefaBath y cebs B 6nore unu B coumansHON ceTu;

2. B HacTporkax npoduns ycTaHOBM OrpaHU4eHusi Ha NpoOCMOTP TBOEro npoduns n ero CoaepXmmoro,
caenan ero Tornbko "onsg apysen”;

3. He pasmeluait 1 He ykasbiBail MHGOPMaLUIO, KOTOpasi MOXKET KOro-NnGo oCKopONsTh UMK oGuxXaTb.

ABTOpCKOe npaBo
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COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJ1b30BaTENN LI,I/I(*)DOBOFO NpoCTpaHCTBa. OpHako ganeko He Bce
3HaAKT, 4YTO nNONb30BaHMe MHOIMMMM BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobnioaeHus npaB Ha
MHTEeNNeKTyarbHyo COOCTBEHHOCTD.

TepMI/lH "I/IHTeJ'IJ'IeKTyaJ'IbHaﬂ cobCcTBEHHOCTL" OTHOCUTCH K pas3nnyHbiIM TBOPEHUAM 4enoBe4yecCKoro yma,
Ha4ynHaa C HOBbIX M3O6peTeHVIl7I N 3HaKOB, 0603Ha4aloLKUX COOBCTBEHHOCTb Ha npoayKTbl U yCcnyru, n 3akaH4nBas
KHUramu, (*)OTOFpa(bMﬂMI/l, KMHO(bMﬂbMaMI/I N My3blKallbHbIMW Npoun3BeeHUAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENMeKTyanbHyo COGCTBEHHOCTb Ha MPOU3BEAEHUA HaYKW, NUTepaTypbl 1
NcKyccTBa. ABTOPCKME MpaBa BbICTYMAalOT B KAa4eCTBE rapaHTUM TOro, YTO MHTENMNeKTyanbHbI/TBOpUYecKuid Tpya
aBTOpa He ByaeT HampacHbIM, 4acT eMy CripaBenuBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTarax CBoero Tpyaa,
MoMy4YnTe W3BECTHOCTb W NpusHaHue. HukTo 6e3 paspelleHUst aBTopa He MOXET BOCMPOU3BOAUTL €ro
npousBeeHne, PacnpocTpaHaTb, Ny6NMYHO OEeMOHCTPMPOBAaTh, NPoAaBaTh, UMMNOPTMPOBATL, MyCcKaTb B MPOKAT,
NyGNUYHO UCTIONHATB, NMOKa3bIBATL/UCMOMHATL B apupe unu pasmeLlaTs B MIHTepHeTe.

Vicnonb3oBaHue "nMmMpaTckoro” nporpaMMHOro obecneveHnss MoXXeT NPMBECTU K MHOTUM puUcKaMm: OT notepwu
OaHHbIX K TBOMM akkayHTam [0 GnOKMpOBKM TBOEro YCTPOWCTBA, roe yCTaHOBMEeHa HeneranbHasi nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLLECTBYIOT fieranbHble 1 6ecnnaTHble NporpamMmmbl, KOTOpblE MOXHO HaWTU B CETH.

O nopTane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 34ECH Tbl MOXELLb Y3HATb O 6€30MacHOCTU B CETU NOHATHBIM
N OOCTYMHbIM S13bIKOM, @ MPU BO3HUKHOBEHWUM KPUTUYECKOM CUTyauum obpaTuTbCs 3a COBETOM. A TakkKe NPUHSATb
yyacTue B KOHKypcax 1 cTaTb caMbiM LnpoBbIM rpaxgaHuHom!

Mpunoxexne N 3
NAMATKA AnA POAUTENEW OB UHOOPMALIMOHHON BE3OMNACHOCTU OETEN

OnpeneneHve TepMmmnHa "nHdbopMaumoHHaa 6e3onacHocTb aeten” cogepxutcs B PegepanbHom 3akoHe N
436-03 "O 3awuTe geten oT MHGOPMaUMK, MPUHUHAIOLWEN Bpen WX 340pOBbI0 M pasBUTUIO", PErynmpyroLmm
OTHOLLIEHMS!, CBA3aHHbIE C 3alLMTON AEeTen OT UHpOopMaLMK, NPUYMHSIOLLIEN BPEea WX 300POBbLI0 U (MNK) pasBUTUIO.
CornacHo gaHHOMY 3aKkoHy "MHGOpMaLMOHHasa Ge3onacHoOCTb AeTen" - 3TO COCTOsIHME 3alUULLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNHEHNEM MHOPMaLMEN Bpeaa uUx 30opoBblo 1 (Mnn) U3nyYeckomy,
NMCUXNYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-P3 nHbopmaumen, NpuYmHSAOLWEN Bped 300pOBbI0 U (Mnn) pasBuTUIO
JeTen, ABNAeTcs:

1. HOpMaLMS, 3anpeLLeHHas sl pacnpocTpaHeHUst Cpean AeTen;

2. VHopmMaums, pacnpoCTpaHEHME KOTOPOW OrpaHM4yeHO cpeau AeTen onpedeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K uHdpopmauun, 3anpeLLeHHon ons pacnpocTpaHeHus cpeau AeTen, OTHOCUTCS:

4. nHdopmaums, nobyxaaroLlas AeTeN K COBEPLUEHUIO AENCTBUNA, NPEACTaBNASOWNX YIPO3Yy UX XKU3HU 1 (1nn)
3[0POBbIO, B T.4. MPUYMHEHMWIO Bpeaa CBOEMY 3[0POBbIO, CaMOyOUNCTBY;

5. cnocobHoCTb BbI3BaTb Yy neTen xenaHue yI'IOTpGGVITb HapKOoTU4eCcKne cpeancrtBa, NCUXOTPOINHbIE U (VIJ'II/I)
oQypmaHuBarwuine BeLlecTBa, TabayHble wn3genus, allkoroJsibHyr0 1 CcnupTocodepXallyro npoaykuuio, nNmMBo U
HaMNUTKn, n3rotaBlinBaemMble Ha €ro OCHOBE; MNMPUHATb y4daCTue B a3apTHbIX Urpax, 3aHUMaTbCA l'lpOCTI/ITyLI,I/IEI?I,
GDOAH)KHVI‘-ISCTBOM mnnn FIOFIpOLIJGI?IHI/I‘-IGCTBOM;
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6. obocHoBbIBatOLLIAsA UMK onpasabiBaolad 4onyCTMMOCTb Hacunma 1 (I/IJ'II/I) YKEeCTOKOCTM Nnbo no6y>|<p,a+ou.|,aﬂ
OCYyLLEeCTBINATb HACUITbCTBEHHbIE OENCTBMS MO OTHOLLEHUIO K NIOOAM U XKUBOTHbIM;

7. oTpvuatolas ceMeiHble LLEHHOCTU U hopMUpYIOLLas HEYBaXKEHWE K poauTenam 1 (Mnu) opyrum YneHam
CeMbM;

8. onpaBabiBatoLLasi NPOTMBOMNPaBHOE NOBEAEHNE;

9. cogepxallasn HeLeH3ypHyto 6paHb;

10. cogepxalyan nHpopmaLmo nopHorpacmnyeckoro xapakrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOpOW orpaHM4eHo cpean A4eTen onpeaeneHHoro Bo3pacra, OTHOCUTCS:

1. MHCt)OpMaLI,Mﬂ, npeacraendemMada B suae |/|306pa>|<eH|/|;| UM onncaHna >XeCTtoKoCTH, (bI/I3I/ILIeCKOFO n (I/IJ'II/I)
NCUXNYECKOro Hacunua, npectynrneHna nnm nHoro aHTI/IO6U.leCTBeHHOFO DencTBus;

2. Bbi3blBaoLWlada y p,eTe|7| CTpax, yXac unun naHuky, B T.4. npencrasnaemMas B Buae |/|306pa>+<eHv|;| nnn
ONuCaHWsl B YHWXKalOLWen 4ernoBeyeckoe [AOCTOMHCTBO (popMe HeHacUnbCTBEHHOW CcMepTH, 3abonesaHus,
camoyOuMNCTBa, HECHACTHOrO Criyvasi, aBapum unu katactpodbl 1 (Mnn) x NOCNeacTBUN;

3. npencraensiemas B Buae W30OpaXeHus WM ONMCaHMS MOSIOBbIX OTHOLUEHWUWA MEXZY MY>XYUHOW W
YKEHLLNHON;

4. cogeprallasi 6paHHbIE CNOBa U BbIpaXXeHUs!, HE OTHOCSALLMECS K HELIEH3YPHON GpaHu.

C yuyetom atoro Bam npegnaratotca npasuna paboTbl B ceTu WMHTEpHET Ans pasnuyHbIX BO3PACTHbIX
KaTeropuin, cobnogeHne KoTopbiX NO3BONNT 06ecnevnTb MHPOPMALMOHHYIO 6e30MacHOCTb BalLMX AETEN.

O6wue npaBuna gna pogurenen

1. HezaBuncmmo o1 Bo3dpacTa pebeHka ncnonb3ynTte nporpammMmHoe obecnedeHne, nomoratowlee punbTpoBaThb
N KOHTPONMpOBaTb MHOPMaLMIO, HO HE NonaranTech MNOMHOCTLIO Ha Hero. Bawe BHUMaHWE K pebeHKy - rmaBHbIN
MeTop, 3aLLnTbI.

2. Ecnn Baw pebeHOK MmeeT akkayHT Ha OAHOM M3 couumanbHbiXx cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru un 1.n.), BHUMATENbHO N3y4nTe, KaKyto MHGPOPMAaLMIO NOMELLLAT ero y4acTHUKU B CBOUX NPodounsx u
onorax, Bkntovasi goTtorpadmm u BU4eo.

3. NpoBepbTe, C KAaKMMK OPYTMMN CanTamm CBA3aH coumanbHbIn cepBuc Bawero pebeHka. CtpaHuyku Bawero
pebeHka MoryT ObiTb Ge3onacHbiMWM, HO MOFYT M COAEpXaTb CCbUIKA Ha HexernaTenbHble M OnacHble CaunTbl
(HanpvmMep, NOPHOCaNT, UNKN CanT, Ha KOTOPOM APYr YNOMWHAET HOMep COTOBOro TenedoHa Bawero pebeHka mnu
Baw gomawHuin agpec)

4. MNoowpsinte Bawunx geten coobwars 060 BCEM CTPaHHOM WIM OTTasIKMBAOLWLEM U HE CIIALLKOM OCTpPO
pearnpywte, Korga oHu 3To genatT (U3-3a onaceHus noTepsaTb 4OCTYN K IHTEpHETY 4EeTU HE rOBOPST POAUTENSM O
npobrnemax, a Takke MOryT HadyaTb UCMOMb30BaTh VIHTEpPHET BHE AOMa W LLUKOIbI).

5. bygbTe B Kypce ceTeBou Xu3Hu Bawero pebeHka. MIHTepecyiTech, KTo ux apy3bs B IHTEpHET Tak xe, Kak
WHTEpecyeTecb pearnbHbIMU OPY3bsMU.

BospacTt ot 7 pno 8 ner

B MHTepHeTe pe6eH0|< cTapaeTcAa NnoceTnutb 1€ U NHble CanlTbl, @ BO3MOXHO W 4aThbl, pa3pelieHne Ha
noceleHne KOTopbiX OH HE nosy4un Obl OT pO,EI,I/ITEJ'IGIZ. FI03T0|\/|y poaounTenam 0CoB6€eHHO NonesaHbl 6yﬂ,yT T€ OTYHETHhI,
KOTOpblE NpeaocTaBAlOTCA MNporpamMmmamMmm no OorpaHn4eHMo MnCcnoJyib30BaHUA MHTepHETa, T.e. Pogutenbckui
KOHTPOI1b UIMN TO, YTO Bbl CMOXETe YBNOETb BO BPEMEHHbIX cba|7|nax. B pesynbTare, y p66€HKa He 6yp,eT owyuieHus,
YTO 3a HUM BEOETCS NOCTOAHHbIN KOHTpPOJ1b, OAHAKO, poaAnTesn 6yﬂ,yT Nno-npexHemy 3HaTb, Kakne canTbl nocewaet
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nx pe6eH0|<. [eTtn B paHHOM BO3pacTe obnagarT CUNbHBLIM 4yBCTBOM Ce€MbW, OHN OOBEPYBbI 1 HE COMHEBAOTCA B
aBToputTeTax. OHun nobsaT urpatb B CceTeBble Urpbl U nyTewecTtBoBaTb Mo MHTepHeTy, NCNOJ1b3yA 3NMEKTPOHHYHO
nouyTy, 3aXxoouTb Ha CanTbl N YaTbl, HE pekoMeHOoBaHHbIE poanTenAaMn.

CoBeTbl No 6e3onacHocTy B ceTn NHTepHeT Ansa aeten 7 - 8 net

1. CosgaviTe CNMCOK LOMAaLLUHMX NpaBun MocelleHus VIHTepHeTa npu ydactum geten u Tpebywnte ero
BbINOSTHEHUA.

2. Tpebyitte oT Baluero pebeHka cobniogeHnst BpeMeHHbIX HOPM HaxoXaeHus 3a KoMrbloTepoM. MokaxuTe
pebeHky, yTo Bbl HabniogaeTte 3a HUM He NoToMy 4To Bam aTo xoueTtcs, a noTomy 4To Bbl Gecnokoutechb 0 ero
6e30nacHOCTM 1 BCceraa roToBbl eMy NoMOuYb.

3. KomnbloTep ¢ nogkntoyeHnem kK VIHTEPHETY OOIKEH HaxoouTbcs B oOLler komMHaTe nog MpucMOTPOM
poauTenen.

4. Vicnonb3ynTte cneumanbHble AeTCKUEe MOUCKOBbIE MaLLMHBI.

5. Wcnonb3ynte cpeactBa OrnOKMPOBaHMS HEXeNnaTenbHOro KOHTEHTa Kak [OMOSMIHEHWE K CTaHO4apTHOMY
Poautenbckomy KOHTPOIIO.

6. Cosgainte ceMenHbl ANEKTPOHHbIN ALUK, YTOObI HE NO3BONUTL AEeTAM UMETb COOCTBEHHLIE adpeca.

7. bnokupyinTte gocTtyn k cavtam ¢ 6ecnnaTtHbiMM MOYTOBLIMM ALLMKAMM C MOMOLLBI COOTBETCTBYHOLLENO
nporpaMmMHoOro obecneyeHus.

8. Mpuyunte pgeten coeetoBaTbCcA ¢ Bamn nepen onybnukoBaHMEM KakoW-nMbo nHdopmMaumm cpeactsamm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBLIX OOPM U Npodunen.

9. Hayunte geten He 3arpyaTb cainnbl, nporpamMmmbl UM My3biky 6e3 BalLero cornacus.
10. He paspeluainte getsiMm Ucnonb3oBaTth Cry>KO0bl MTHOBEHHOrO 06MeHa COOOLLEHMAMM.

11. B "Genbit" cnucok canToB, paspeLUeHHbIX [Of1s1 MOCELLEHUs, BHOCUTE TOMbKO CaWlTbl C XOpOLUEW
penyTaumen.

12. He 3abbiBante GecenoBaTb C AeTbMU 00 uUX Opy3bsax B VIHTEpHeTe, Kak ecriv 6bl peyb Lwia 0 Apy3bsiX B
peanbHOM XU3HMU.

13. He genavite "1aby" n3 BonpocoB NOMOBON MN3HW, TaK Kak B VIHTEpHETe OeTN MOTyT NIErko HaTKHYTbCA Ha
nopHorpaduio nnu cantbl "gnga B3pocrbIxX”.

14. MNpwnyuyunte Bawero pebeHka coobaTe Bam O NOBbIX Yrpo3ax unmn TpeBorax, CBA3aHHbIX C VIHTepHeTOM.
OcTtaBanTecb CMOKOWHLIMW U HAMOMHUTE OETAM, YTO OHM B Ge3onacHOCTW, ecrnv camm pacckasanuv Bam O CBOMX
TpeBorax. lMoxBanute nx n NOCOBETYWATE NOQONTM eLle pa3 B NOJ0OHbIX Cryyasix.

Bo3spacTt geter ot 9 go 12 net

B paHHOM BoO3pacTe AeTu, Kak NpaBuMo, YXe HachbiwaHbl O TOM, Kakas MHgopMauus cylwlecTByeT B
WHTepHeTe. COBEPLUEHHO HOPMAIbHO, YTO OHWM XOTHAT 3TO YBMAETb, MPOYECTb, yCnbiwaTb. [1pyM 3TOM HyXXHO
MOMHWTb, YTO AOCTYN K HeXernaTenbHbIM MaTepuanam MOXHO Jerko 3abnokvMpoBaTb MpyM MOMOLU CPencTB
Poantenbckoro KOHTPOons.

CoBeTbl N0 be3onacHocTy Ang aeten ot 9 Ao 12 net

1. CospgaiiTe CMMCOK OOMalLHVUX MpaBurl MOCELLeHNs VIHTepHeT npu ydacTuu peteir u TpebyiiTe ero
BbINOMHEHUS.

2. Tpebyiite oT Ballero pebeHka cobrnogeHnst HOPM HaXOXOEHUSI 38 KOMMbIOTEPOM.
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3. Habntogavite 3a pebeHkom npu paboTe 3a KOMMbLIOTEPOM, NMOKaXUTE emy, 4To Bbl Gecrnokontecb 0 ero
6Ge3onacHoOCTM 1 Bceraa rotoBbl OkaszaTb eMy NMOMOLLb.

4. KomnbloTep c¢ nogknoyeHvem B VIHTepHET OOrmkeH HaxoauTbecs B OOLel KOMHaTe Mog MpUCMOTPOM
pogutenen.

5. |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKl/Ip0BaHI/IF| HeXenaTeNlbHOro KOHTEeHTa KaK AOONOfiHeHue K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIIO.

6. He 3abbiBaiiTe NpuHUMaTh HEMOCPEACTBEHHOE y4acTue B XuU3HM peGeHka, GecefoBaTth ¢ A4eTbMU 06 WX
Apy3bsx B MIHTepHeTe.

7. HactauBainTe, 4ToGbl 4€TW HUKOrA4a He cornallanunch Ha fMYHble BCTPeYr C ApY3bsiMu Mo NHTEPHETY.
8. Mo3BonsanTe geTaM 3axouThb TONbKO Ha canTbl 13 "Genoro” cnmncka, KOTopbI co3hanTe BMECTe C HUMW.

9. MpuyunTte geTen HUKOrg4a He BblAaBaTb NMUYHYI0 MHAOPMALMIO CpeacTBaMy SNEKTPOHHOW NOYThLI, YaToB,
CUCTEM MIHOBEHHOro 0bMeHa CooBLLEHNMU, PErmcTpaLoHHbIX OPM, NMNYHBIX Npodunen n Npu perncTpaummn Ha
KOHKypcbl B IHTepHeTe.

10. MpuyunTe geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHnsa. OGbACHUTE UM, YTO OHU MOryT
Cry4anHo 3arpy3vTb BUPYCbl UK OPYroe HexenaTtenbHoe nporpaMmHoe obecneyeHue.

11. CospanTte Bawemy pebeHky orpaHU4eHHyo y4eTHYHo 3anncb Ans paboTbl Ha KOMMbOTepe.

12. MpunyumnTe Bawero pebeHka coobLiaTe Bam O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanoMHute aetam, 4To oHM B 6€30MacHOCTM, ECMM CaMy pacckasanu Bam O CBOMX TPEBOrax v OnaceHusix.

13. Pacckaxute getsim o nopHorpadgum B IHTepHeTe.

14. HactamBante Ha ToMm, YTOObLI AeTWN NPegoCTaBNANM BaM OOCTYN K CBOEN SMEKTPOHHOMW no4Te, YToObI Bbl
y6eamnmcb, YTo OHU He obLLalTCsl C HE3HaAKOMLaMM.

15. OGbsAICHUTE OETSAM, YTO HEmnb3s MUCMOMb30BaTbh CETb A1 XYNUraHCTBA, PacrnpoCTpaHeHWsl CnneTeH unm
yrpos.

Bo3spacTt geten ot 13 go 17 net

B 3ToM Bo3pacTe nMogpoCTkM akTUBHO MCMOSb3YIOT NOUCKOBLIE MaLUMHbI, NOMb3YHTCSA 3MEKTPOHHOM NOYTON,
cny>x6aMmm MrHoBeHHOro obmMeHa COOBLLEHUAMU, CKauMBaloT My3blky U puribMbl. Manbynkam B 9TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrpaHWYeHusl, OHW XakayT rpyboro tomopa, as3apTHbIX Mrp, KapTUHOK "ans
B3pocnbix". [eBoYkM npednouyntaloT oblaTtbCca B 4aTtax, NpuM 3TOM OHWM ropas3go Gonee 4yBCTBUTENbHbI K
cekcyarbHbIM goMoraTenbcTBam B MIHTEpHeTe.

3ayacTylo B JaHHOM BO3pacTe poAUTENSM YXe BeCbMa CITOKHO KOHTPONMpOBaTb CBOWX AETeN, Tak Kak 06
VIHTepHETE OHM yXe 3HalT 3Ha4MTenbHO Gonblle CBOMX poguTenen. TemM He MeHee, He OTMycKamTe OeTen B
"cBobogHoe nnaBaHue" no MiHtepHeTy. CTapanTeck akTMBHO y4acTBOBaTh B 0bLeHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogatb npaBuna WHTepHeT-6e30macHOCTM - cornalleHne  Mexagy
poauTenammu n aetbMu. Kpome Toro, Heo6xoanmo kak MOXHO Yallie MpocMaTpmBaTh OTYETbI O AEATENBHOCTM AeTel
B WHTepHeTe. CnegyeT obpatuTe BHUMaHME Ha HEODXOAMMOCTb COAEepXaHUs POAUTENbCKMX Maponen (naponew
aAMUHUCTPaTOPOB) B CTPOrOM CEKpeTe N 06paTUTb BHMMaHWE Ha CTPOrOCTb 3TUX Naponein.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. CospgaiiTe CMMCOK AOMAaLUHUX MpaBun nocelweHus VIHTepHeTa npu yy4acTuM MoAPOCTKOB U Tpebyiite
Ge3ycnoBHOro ero BbinosnHeHns. OBroeopute ¢ peGEHKOM CMICOK 3anpeLLeHHbIX canToB ("YepHbliA cnncok"), Yachl
paboTbl B VIHTepHETE, PyKOBOACTBO MO 06LEHUIO B MIHTepHeTe (B TOM unche B YaTax).
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2. KOMFIb}OTep C NogKno4eHnem K cetun MHTepHeT [OIMKeH HaxoauTbcs B 00LLEN KOMHaTe.

3. He 3abbiBainTte 6ecenoBath ¢ 4eTbMn 06 Mx Apy3bsix B IHTEPHETE, O TOM, YEM OHU 3aHATbLI TakuM 0bpasom,
OyATo peyb NAET O ApY3bsX B pearnbHOM Xnu3Hu. CrnpalumBanTte o fogsix, C KOTOPbIMMU AeT 06LLaTCs NOCPEACTBOM
CNy>6 MrHOBEHHOrO 06MeHa cooOLLeHNAMK, YTOBObI YOeauTbes, YTO 3TN MOAN UM 3HAKOMBI.

4, |/|CI'IOJ'Ib3yl7ITe cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTternibHOro KOHTEeHTa KaK AOOMNOfIHeHMe K CTaHOapTHOMY
POﬂMTeJ'IbCKOMy KOHTPOIIO.

5. HeOGXOAMMO 3HaTb, KAKUMUN HaTaMUn NONb3YOTCA Bawwu getw. |_|OOLLI,p$|IZTe ncnonb3oBaHe Mmoaepunpyemblx
YyaToB M HacTamBaunTe, YTobbI neTn He O6LIJ.aJ'IIACb B NpMBaTHOM peXxunme.

6. HactanBaiite Ha TOM, YTOOb! OETU HUKOrga He BCTpeYanncb NIMYHO C APpYy3bAMU U3 CEeTU MHTepHeT.

7. MNpuyunte geten He BbigaBaTb CBOK NNYHYIO WMHAOPMAUMIO CPeACTBaAMM SNIEKTPOHHOW MOYTLI, YaToB,
CMCTEM MrHOBEHHOro obmMeHa COoOBLLEHUSIMU, PErMCTPALMOHHBIX (DOPM, NMNYHBLIX NPodUNER U NpU perucTpaunm Ha
KOHKypcbl B IHTepHeTe.

8. MpuyunTte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHunsa. O6bACHUTE UM, YTO OHU MOTYT
Cry4anHo 3arpy3vTb BUPYCbl UNK Opyroe HexenarternbHoe nporpaMMHoe obecrneyeHme.

9. MNpwuyunte Bawero pebeHka coobuiaTe BaM O NOObIX yrpo3ax unv TpeBorax, CBsA3aHHbIX ¢ VIHTepHeToM.
HanomHute peTsM, 4YTO OoHM B ©Ge3omacHOCTW, ecriv camMu pacckasanu Bam, O CBOWX Yrpo3ax Wi TpeBorax.
MoxBanute nx N NOCOBETYNTE NOAOWNTHU eLle pa3 B NOAOOHbIX cryvasX.

10. Pacckaxute getam o nopHorpacum B WHTepHete. lMomornte MM 3awmtuTbCA OT cnama. Hayuute
MOAPOCTKOB HEe BblAaBaTh B VIHTEpHETE CBOErO peanbHOro SMeKTPOHHOIO afgpeca, He OTBeYaThb Ha HEXenaTernbHble
nMcbma 1 UCnosnb30BaTh crneunasnbHble NoYToBble PULTPLI.

11. MNpuyunte ceba 3HaKOMUTLCS C cCanTamp, KOTOPbIE MNOCELLAOT NOAPOCTKM.

12. Hayunte geten yBaxaTb OpyrMx B MHTEpHETe. Y6eauTech, UTO OHM 3HAKOT O TOM, YTO NpaBuiia XopoLlero
NoBeAEHNA OENCTBYIOT BE3[e - faXe B BUPTyarnbHOM MUPE.

13. OObsAcHUTE [OeTaM, 4YTO HM B KOEM Clnyyae Henb3s wucnonb3oBatb CeTb [Onsl XyNWraHcTea,
pacnpocTpaHeHWsi CMETEH UMK Yyrpo3 ApYrMM NoOsM.

14. O6cyaute ¢ nogpocTkamm Npobrembl CETEBbLIX a3apTHbIX UMP Y X BO3MOXHbLIN pUCK. HanomHuTe, Yto Aetn
He MOTyT uUrpaTb B 3TW UrPbl COrMacHO 3aKOHY.

IMOCTOAHHO KOHTPONUPYWTE UCMoNb3oBaHMe VIHTepHeTa Bawwnm pebeHkom! 3TO He HapyLLeHne ero JIM4YHOro
NpOCTpaHCTBa, a Mepa NpegoCTOPOXHOCTU U NposiBreHne Ballen poantenbckon OTBETCTBEHHOCTU U 3a60Thl.
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